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« SPA - TA Secure Core
Q * DPA *FA )
« CPA +  ARM SC300 32bit @ 200MHz
* Probing » Secure System bus

» Tampering * Memory Protection Unit

* Laser
* Reverse Engineering
Secure Memory Secure F/W

* 32KB Mask ROM

b » Secure Boot
LS 712 (IP) S 71 (IP) T - Secure OTA

» 256KB e-Flash

* Active Shield + Hiding w/ Access Control » Secure Configuration

* Laser Sensor * Blinding .

. Tamp Sensor - Masking . 256KB SRAM Secure Storage (+H/W)
* Anti-Power Glitch » Key Exponentiation w/ Access Control » Secure Debug

« Anti-Clock Glitch

1) NIST FIPS 140-3, EVITA Full Level &
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Pedestrian Safety Enhancement

- Stockholm, Sweden

Cyclist Protection

- Netherland

Intelligent Traffic Management

- San Diego, California, USA
Emergency Vehicle Prioritization

- In several U.S. cities, Austin, Texas, NY
Incident Detection and Management

- “"Connected Vehicle Pilot Deployment”, USA
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The V2X Test bed in Berlin, Germany

The CityMobil2 Project in Europe

The Smart Road Test Bed in Japan

The Green Road Initiative in Singapore

The Smart City Test Bed in Austin, Texas
Shanghai International Automobile City
Guangzhou Smart Road Project

Beijing's Smart City Initiative

Seould’s Smart Traffic Management System
Gyeondgi Province Smart Road Test Bed
Ulsan Smart Road Project

Paju Smart City Test Bed
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BMW Group

- BMW's Plant in Dingolfing, Germany
Toyota Motor Manufacturing

- Toyota's Tsutsumi Plant in Japan
Siemens

- Siemens Electronics Assembly Plant
Foxconn

- Foxconn's Zhengzhou Plant
Amazon

- Amazon Fulfillment Centers
Volkswagen

- Volkswagen’s Emden Plant
Hyundai Motor

- Hyundai Motor's Singapore Plant
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